Join di una workstation GNU Linux in un dominio WS08-R2 ADDS

Introduzione

Lo scopo di quest’articolo e di dimostrare come sia possibile effettuare |I'operazione di join di una
workstation con Sistema Operativo GNU Linux in un dominio Active Directory (AD) basato su Windows
Server 2008 R2.

Per questa demo é stata utilizzata una macchina virtuale Linux Ubuntu 9.10 creata con Hyper-V 2.0.

Installare il package “Likewise AD Settings”

sudo apt-get install likewise-open5-gui

Eseguire la join della workstation Linux nel dominio AD

Invocare I'applicazione “Active Directory Membership”:

i Ubuntu-WS01 on localhost - Virtual Machine Connection ;]EIEI
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ed inserire le coordinate per portare a termine la join nel dominio AD desiderato:

=  ComputerName (Hostname)
= FQDN del dominio AD
= Volendo pubblicare I'oggetto LDAP Computer in un contenitore diverso dallo standard Computers, &
possibile inserire il nome della OU (in caso di OU di secondo livello & necessario separare le OU conil
carattere slash (/)):
e Nota di Leone rivolta agli sviluppatori: perché non utilizzare I'attributo standard LDAP

“DistinguishedName” per indicare la OU ?

Restart Required [E3)

The computer needs to restart to finish installing
updates. Please save your work before continuing.

-ws01: ~

[ @ Restart Later ‘ | o/ Restart Now

64 bytes from 10.127.127.127: icmp_seg=2 tt1=255 time=0.665 ms -~
64 bytes from 10.127.127.127: icmp seq=3 1t11=255 time=8.887 ms
64 bytes from 10.127.127.127: icmp_seg=4 t11=255 time=0.574 ms
~C
--- 10.127.127.127 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3002ms
Likewise AD Settings [x]p/0.717/0.887/8.114 ms
Blicudi
Windows7.adds (10.127.127.127) 56(84) bytes of data.
‘i} Active Directory Membership htorioconwindows?.adds (10.127.127.127): icmp seq=1 t

o]

ptorioconwindows7.adds (10.127.127.127): icmp_seg=2 t
Name and Domain
ptorioconwindows7.adds (16.127.127.127): icmp seq=3 t
Please select the Active Directory domain to join. ( ) P_seq
ptorioconwindows7.adds (18.127.127.127): icmp seq=4 t
Each computer joined to a domain must have a ( ) P_seq
unique computer name. You may specify a new
name for this computer before joining.

ptorioconwindows?.adds (10.127.127.127): icmp_seg=5 t

&= computer name: |ubuntu—w501 | indows7.adds ping statistics ---

ceived, 0% packet loss, time 4006ms
| B/0.588/0.760/0.152 ms

[is] Domain: | laboratorioconwindows7.adds

Organizational Unit

Please select the OU to which this computer should be joined.
Nested OUs should be separated by a forward-slash.

Progress

Q;}j] Joining Domain

(1 Default (Computers or previously-joined OU)

O Specific OU path: ‘computers-linux

Succeeded

> Advanced

& Likewise | Close | \ | Join Domain ‘

Verificare la creazione dell’oggetto Computer in AD



B Active Directory Users and Computers -10] x|
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ubuntu-ws01 Properties




Location | Managed By I Object | Security I Dialin | Attribute Editor
General Operating System | Member Of I Delegation | Password Replication

Mame: I
Wersion: Iﬂ'. 10

Service pack: IUkewise Identity 5.0.35¢

0K I Cancel Smply Help

Eseguire Login sulla workstation Linux Ubuntu con le credenziali di un utente
AD




Other.

Rilevazione del traffico LDAP e Kerberos scatenato dall’autenticazione

dell’utente in AD

=lol=]
File Edit View Go Capture Analyze Statistics Help
FHNMWN BEERES | Ac20TLAIBE|AQARN WY M % B
Biter: | ~  Expression... Clear Apply
| MNo. - | Time: | Source | Destination | Protocol | Info |d

39 6.521238 10.1.7. 10.127.127.127 standard query SRV _kerberos-master

.524264 Standard query SRV _kerberos-master ..

udp. LABORATORIOCONWINDOWS? . ADDS

_udp. LABORATORIOCONWINDOWS? . ADDS

SEq40 n:5840 Len:O M55-1460 TSV-819716 TSER-0 WS=5

59090 > kerberos [ACK] Seq=

AS-REQ

.525511
.525059

59090 > kerberos
59090 > kerberos
59090 > kerberos

5eq=277
kerberos > 59090
Star’ldard guery SRV ker‘beros master'

. 534457

[TCP segment of a reassembled PDu]
TGS-REQ

59091 > kerberos
59091 > kerberos
59091 > kerberos

6. 550091
.550341
. 550622

Seq=1547
Seq=1547
, ACK] Seq

kerberos > 59091 ACK] 5eq=173
Star’ldard guery SRV ker‘beros master

.555376
6. 556049
.557492
557785

A(K] seq -1
[TCP segment of a reassemb'\ed PDU]
bindreguest (1) "<ROOT>" sas]

6. 559090
9 2

searchRequest(2) "C eone Randazzo

. 560701

Ack: 1 wWin=5856 Le

819716 TSER=2643735

Seq=277 Ack=1449 Win=8736 Len=0 TSV=819717 TSER=2643735
Ack=1553 wi

=8736 Len=0 T5Vv=819717
553 wWin=8736 Len=0 TSV=819717 TSEl

TSER=2643735
643735

=278 Win=0 [TCP CHECKSUM INCORRECT] Len—
tEp. LABORATORIOCONWINDOWS? . ADDS

Ack=1449 Win=8736 Len=0 TSV=819722 TSER=2643737
Ack=1737 Wi

1648 Len=0 T5V=819723 TSER=2643737

737 win=11648 Len=0 T 819723 TSER=264373
ACK=1548 Win=0 [TCP CHECKSUM INCORRECT] Ler
_TCp. LABORATORIOCONWINDOWS? . ADDS

59098 > ldap [ACK] Seq=1463 Ack=161 Win=6912 Len=0 T5v=819725 TSER=2643738

aboratorioConwin

19725 TSER=2643738




